Security with Software-Defined
Networking in Automotive
Networks

Mehmet Cakir
Dept. Computer Science, Hamburg University of Applied Sciences

mehmet.cakir@haw-hamburg.de



Outline

* Introduction to Automotive Networks
e State-of-the-Art Automotive Networks
e Security Standards and Guidelines

* Security Concepts

» Software-Defined-Networking (SDN)

* SDN Security Concepts in LANs

* SDN Concepts in Cars

e Conclusion & Outlook



Introduction to Automotive Networks

* Vehicle-to-Everything (V2X) requires security
* Ethernet is increasingly being used in automotive networks
* |[EEE Time-Sensitive Networking (TSN) enables real-time in Ethernet

» Software-Defined Networking controls flows



State-of-the-Art Automotive Networks
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Security Standards and Guidelines

* ISO 26262 (safety) and SAE J3061 (security)
* Risk identification

* Risk assessment

* Goals

* Concept

* Functional requirements
* ISO/SAE 21434

Source: L. SchniederandR. S. Hosse, “Entwurf angriffssicherer Systeme,” in Leitfaden Automotive Cybersecurity Engineering. Springer Fachmedien
Wiesbaden, 2018, pp. 13-24.



Security Standards and Guidelines
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Security Standards ide\ines
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Security Concepts

* |solate domains physically and logically (1)

* Message Authentication Codes (MACs) [2]

e Cloud computing security and adaptive security 3]

e Automotive firewalls with filtering uncommon content [4]

* Intrusion Detection System coordinating other system units [s]
* VLAN Segmentation isolate traffic logically (6]

e TLS, DTLS and IPsec [7]



Software-Defined Networking (SDN)
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Software-Defined Networking (SDN)
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SDN Security Concepts in LANs

 Security in control plane with additional security devices [s]

* Detection of IP and MAC spoofing attacks in the SDN controller [9]
e TLS extension by defining a timestamp [10]

* DDoS prevention by blocking or redirecting with flow rules [11]

* Security approach on all layers [12]



SDN Concepts in Cars

* Time-Sensitive Software-Defined Networking (TSSDN) [13]

* Network Anomaly Detection System (NADS) using SDN and TSN [14]
e Redundant links and rate limiting (data plane) [15]

* Access control lists to regulate access of applications [15]

* TSN re-configuration with a hybrid solution [15]

* Signed manifests for device and application authentication [15]

* Ensure safety critical traffic or even stop the car [15]



Conclusion & Outlook

* Beginning overview about the current state of automotive networks
» Security and Software-Defined Networking (SDN) concepts

e Real-time requirements can be met with (TSSDN)

 SDN opens up new attack surfaces like the centralized control plane
* Flow rules can isolate traffic

* Network Anomaly Detection has a promising hit rate

e Further research, simulation and evaluation
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